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Oracle WebLogic is a centralized software that is commonly utilized by enterprises with high 
traffic demands and can potentially store highly valuable information. However, with 274 known 
vulnerabilities found in the server, companies who utilize these servers need to make sure they’re 
properly secured.

An attack on WebLogic Server could result in the leak of passwords, information, source-codes 
and the ability to alter websites and applications.

This article demonstrates a full attack vector by exploiting two known vulnerabilities to gain full 
control of the server to execute code at will. It also deploys a backdoor for future use.

The article details how the vulnerabilities CVE-2020-14883 and CVE-2020-14882 in Oracle's 
WebLogic Server enable unauthenticated remote code execution to access sensitive server files 
and decrypt credentials. Exploiting these flaws, an attacker can gain persistent server access and 
manipulate databases and applications linked to it.

In order to mitigate this type of attack, WebLogic needs to be patched and hardened.  
Security teams should read this article to make sure they can defend against it.

Gain complete control over WebLogic Server's application and deploy a backdoor,  
starting from the position of a regular user.

Executive summary

Purpose
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Does it apply to my organization?

Who should read this? 

This article is relevant to organizations with WebLogic Server in their networks, especially if they 
are exposed to the Internet.

Security Researchers / Pentesters / Red Teamers - To understand an attacker’s state of mind,  
how they tackle problems and how to solve them.

CISOs / Defenders / Blue Teamers - To understand what to focus on when securing WebLogic.
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WebLogic Server is an enterprise-level application server developed by Oracle. It is based 
on Java Platform, Enterprise Edition (Java EE). WebLogic operates as a middleware, i.e as a 
bridge between the backend (applications, databases, etc.) and frontend clients. WebLogic can 
simultaneously host and run multiple applications for on-premises and cloud enterprises and it 
supports database connections. 

In the landscape of enterprise software, Oracle’s WebLogic Server emerged as a compelling 
target for our research. Oracle refers to WebLogic as a "unified and extensible platform for 
developing, deploying, and running enterprise applications." The term “unified” is particularly 
interesting to us. From an IT perspective, “unified” often implies simplified management. However, 
from the perspective of an attacker, “unified” hints at the opportunity for broad impact - a 'one-
stone-multiple-birds' scenario. Essentially, if we can gain access to the management console of 
WebLogic, we’d be able to influence a wide range of servers. The potential for a wide range attack 
is what steered us towards WebLogic for our investigation.

N o t  A n o t h e r  W e b L o g i c  E x p l o i t a t i o n :  T h e  R o a d  t o  P o s t  E x p l o i t a t i o n 

Introduction to WebLogic Server

Motivation

Architecture Overview 
For most users, a high-level architecture of their network that includes WebLogic Server would 
look something like this:

Client Tier

Mobile Device

Web Browser

Java Client

C++ Client

Middle Tier

WebLogic 
Server

Backend Tier

Database

Java 
Application

Mainframe 
Application
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As stated in the introduction, WebLogic operates as a middleware. It is essentially a bridge 
between the Client and the Backend. Therefore, accessing a website in an organization with 
WebLogic, for example, would unknowingly entail accessing the WebLogic server, which would 
direct to the requested website. This whole process is seamless.

Our goal is to gain access to WebLogic Server itself from the “outside”.  

This will provide access to the Backend applications it hosts or connects to.

N o t  A n o t h e r  W e b L o g i c  E x p l o i t a t i o n :  T h e  R o a d  t o  P o s t  E x p l o i t a t i o n 

Client Tier

Mobile Device

Web Browser

Java Client

C++ Client

Middle Tier

WebLogic 
Server

Backend Tier

Database

Java 
Application
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Application

Goals 
•	 Remote code execution (RCE)
•	 Leaving a backdoor
•	 Collecting as much data as possible
•	 Fully automated attack. No manual link clicking.

Environment Setup 
For this research, we need quite a few WebLogic machines to cover all the possible methods to 
attack the platform. Here are the machines we will use:

Machine 1
OS: Windows 10 Pro
WebLogic Version: 10.3.6.0
Mode: development

Machine 2
OS: Linux (docker)
WebLogic Version: 12.2.1.3.0
Mode: development

Machine 3
OS: Linux (docker)
WebLogic Version: 12.2.1.4.0
Mode: production



6

Pentera Labs™ Research Series

As a baseline for the attack, we’ll use Machine 2. Let’s access the WebLogic’s Administration 
Console: https://192.168.32.202:9002/console

Bummer. We didn’t achieve RCE as soon as we entered the server’s url, so, time to hack  
ourselves in.

Our first step is authentication bypass. Luckily for us, CVE-2020-14883 exists! This CVE is 
extremely easy to use and grants us instant access to the administration console.  

In order to use this method, we’re going to need to add a few elements to the url.

We can add “/css” in order to “move” one directory in and then use path traversal. “../”, however, 
is banned from WebLogic’s url, enforced with internal filters. In order to bypass this, we can just 
convert “../” to url encoding “%252e%252e%252f”, which is exactly the same when interpreted  
in the web application.

Now all we need to do is enter the desired destination, which in our case is “console.portal” 
(“consolejndi.console” would work as well). This is the administration console web page.
The final url will look like this: 
https://192.168.32.202:9002/console/css/%252e%252e%252fconsole.portal.

And just like that we have access to the management console!

Ok then, don’t let the pwning begin.

Let the pwning Begin

N o t  A n o t h e r  W e b L o g i c  E x p l o i t a t i o n :  T h e  R o a d  t o  P o s t  E x p l o i t a t i o n 

https://www.google.com/url?q=https://192.168.32.202:9002/console&sa=D&source=docs&ust=1701180215917811&usg=AOvVaw2GKpOM5gvSOMZ8Oh1fhwv6
https://nvd.nist.gov/vuln/detail/CVE-2020-14883
https://www.google.com/url?q=https://192.168.32.202:9002/console/css/%25252e%25252e%25252fconsole.portal&sa=D&source=docs&ust=1701180421043457&usg=AOvVaw3jFD6rEeQbiSgkSvrNxPwi
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Unfortunately for us, this console interface is very limited, since we accessed it through 
illegitimate, “hacky” means. While we can gather information like system configurations, machine 
names, and other types, we can’t really modify anything. Most links won’t work and when trying to 
access resources we’ll either encounter a non-working link or we’ll be redirected to an error page:

We have to find another method to advance the attack. Time to talk about CVE-2020-14883’s 
sister, CVE-2020-14882! This one is an RCE vulnerability that requires the attacker to be 
authenticated first. So this vulnerability can be perfectly chained with CVE-2020-14883.  
Together, they create an unauthenticated RCE attack. Exactly what we’re looking for.

The CVE-2020-14882 vulnerability in Oracle WebLogic Server allows for authenticated remote 
code execution. This is achieved by exploiting a weakness in the server's handling of HTTP 
requests. By manipulating the url sent to WebLogic Server, attackers can trigger particular 'bean' 
methods, essentially executing arbitrary commands that can lead to a full server takeover.

This vulnerability is a bit more complex and has two parts to it. Let’s call the two possible methods 
“Shell Method” and “Remote XML Method”.

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14882
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This method is somewhat straightforward. The idea is to insert code into the url, which will trigger 
an RCE on the host.

Below you can see the vulnerability in action, configured to simply make the server return the word 
“pentera”. Note how we use CVE-2020-14883 in the POST section.

Let’s break down this code:

First, we obtain the “WorkAdapter” object, which represents the current unit of work being 
executed by the thread.

Method #1: The Shell Method
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We then “reflect” our way into gaining access to the “connectionHandler” field of the “WorkAdapter” 
object, which should not be accessible.

After that, we use the “connectionHandler” to get the current HTTP servlet request.  
This object will be used to communicate with the client.
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Finally, we extract a command “cmd” from a header in the HTTP request. The cmd is then parsed 
into a command line to be executed on the server's OS. This output is then sent back to the client 
as a response to the HTTP request. The thread is then interrupted to stop further processing of 
the request.

Now, let’s condense all of this into a single, “short” url:

Since we had hardcoded the “cmd” to “echo pentera” we can simply paste it in a web browser. This 
will produce the following response:

There are powerful actions we can take with this action. Let’s print /etc/passwd; Instead of “echo 
pentera”, we can type in “cat /etc/passwd”:

Cyber!

This method is very useful and most importantly, it provides us with immediate results.

The response is received straight away. However, this method exists only on versions 12.2.1.3.0 
and later ones. We will have to use another method for older versions, like 10.3.6.0.0 and 12.1.3.0.0.
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This method is similar to the Shell method, but not as straightforward. Instead of using the 
ShellSession method, which doesn’t exist for older versions, we’ll use “FileSystemXmlApplicationC
ontext”. It is worth noting that this method works on any WebLogic version. Therefore providing a 
convenient fallback should the ShellSession method not work.

This time, instead of sending a command to execute, we send a URL to a malicious XML.  
WebLogic will access the XML, run it and execute the contents inside.

Here’s an example of a malicious XML:

We’ve created a custom crafted XML that, once being run by WebLogic, would print /etc/passwd. 
It goes without saying that we can run any OS command we’d like. The problem with this method is 
that the output is not being immediately sent back to us like in the Shell Method. Therefore, if we 
want to receive the output we are going to need to manually send it back. 

Method #2: The Remote XML Method
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Below is a simple diagram of the flow:

“curl” is a very good solution in this situation. We’ll have to create an XML that performs a 
command/reads a file and then sends the information back to us using “curl”.

Best scenario - we succeed. Realistic scenario - the server won’t allow outbound information as 
it is not its purpose. A web server in an organization that takes security seriously would only allow 
inbound HTTP/S connections and block any outbound connections that are not made to back-end 
applications, such as a database or a logging service.

One thing we would like to point out is the version of HTTP we use to perform this attack. In 
every PoC of CVE-2020-14882 and CVE-2020-14883 we’ve encountered online, HTTP was force 
downgraded to HTTP/1.0. In most of our tests, HTTP was indeed required to be downgraded to 
HTTP/1.0. However we did encounter servers that the CVEs couldn't be exploited with HTTP/1.0. 
Therefore, HTTP/1.1 was needed. Our recommendation is to try both, while starting with HTTP/1.0 
as it’s more common.

Let’s summarize what we have done so far:
•	 We’ve achieved authentication bypass using CVE-2020-14883. 
•	 We’ve achieved unauthenticated RCE on WebLogic Server’s host using CVE-2020-14882  
chained with CVE-2020-14883.

•	 At this point, we have access to the OS of the WebLogic’s Server and we can run any  
command we want, if we have the permission to do so. We do, however, have full access to 
WebLogic’s files.

N o t  A n o t h e r  W e b L o g i c  E x p l o i t a t i o n :  T h e  R o a d  t o  P o s t  E x p l o i t a t i o n 

Malicious  
Server

FrontendBackend Attacker

Malicious URL

Initiate conn for response
Recv + Run XMLXML Request
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Our pwning journey now continues. Our focus in this article is on the application, so we won’t 
proceed with attacking the host itself. Instead, we will try to hack into the WebLogic application.

In addition to the admin console, WebLogic has a management API (“WLS RESTful Management 
Interface”, as Oracle calls it).

This API is an attacker's gold mine. Let’s take a look at how Oracle describes it: 

“WebLogic RESTful management services provide a comprehensive public interface for 
configuring, monitoring, deploying and administering WebLogic Server in all supported 
environments.” 

Configuring, monitoring, deploying and administering WebLogic Server? Sign us up!
By default, if the management API is set to run on a different port. The port is 7001 for HTTP and 
7002 for HTTPS. Otherwise, it runs on the same port as the administration console.

In our case, the management API runs on the same port as the administration console. We will 
access it using https://192.168.32.202:9002/management/. The only difference this time is that 
we use “management” instead of “console”. Let’s access it.

Attacking the Management Console

Oh no, not again!

Unfortunately for us, we are required to input credentials in order to continue. Even worse, this 
time there’s no clever way or CVE to hack our ways around the login interface. We’ll have to take  
a step back and think of a plan to obtain those credentials.

https://docs.oracle.com/middleware/1221/wls/WLRUR/overview.htm#WLRUR111
https://www.google.com/url?q=https://192.168.32.202:9002/management/&sa=D&source=docs&ust=1701188306360021&usg=AOvVaw265zef6eO0RMnU-laCFQo7
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WebLogic's encrypted credentials exist in various places on the host. Here, we’ll cover the two 
most common places. The following methods require having RCE on WebLogic Server’s host.

config.xml
The first file that stores the encrypted credentials is the server’s domain configuration file.  
This file always exists, but there’s a catch.

If the domain operates in development mode, the credentials can be used to log into the 
administration console. In this case, the node manager's credentials are identical to the WebLogic 
admin user credentials, with the username stored in clear text and the password encrypted. 

However, if the domain operates in production mode, we can't extract the console's admin user 
credentials. Instead, the file will contain an automatically generated username and password pair, 
which won't be of much use to us. They belong to the node manager and can't be used to log into 
the administration console.

These credentials provide us with access to the node manager, enabling us to manage server 
statuses such as starting up, shutting down, and monitoring their current state. While the node 
manager offers a multitude of powerful functionalities, our primary focus is on acquiring the 
admin user credentials. Therefore, we won't delve deeply into the details of the node manager at 
this time.

Let’s dive into extracting credentials and then we’ll explore a way to extract them even if the server 
is running in production mode.

Since we have RCE on the host, we can use either the RCE, Shell or RemoteXML methods, to 
obtain the desired information. For demonstration purposes, we’ll use the Shell method as it’s 
faster and more reliable. All we need to do is put a bash code for finding and printing config.xml 
(instead of the “echo pentera” we put in the “cmd” variable earlier).

Extracting the WebLogic’s Administrator Encrypted Credentials

The node manager user in WebLogic is an administrative account designed to manage server 
instances across different machines in a WebLogic domain. The node manager provides 
functionality that remotely controls lifecycle operations like starting, stopping and restarting 
servers from a central location. While this user is a nice catch, it is very limited compared to 
the WebLogic’s Administrator user, which has control over every WebLogic functionality. This 
includes the ability to deploy applications, manage security policies, configure resources and 
change server settings - actions that go beyond the scope of the node manager's capabilities.
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When running RCE through WebLogic, the command runs in the server base working directory. So 
for the first part of the command, we will get something like: 

And then it will print the file.

In the output, we will find the “node manager” section, which in dev mode looks like:

Now we have the admin console’s username and an encrypted password. All that’s left is to decrypt 
the password!

Our output will look like this:

Now all that’s left is to decrypt the credentials!

boot.properties
‘boot.properties’ is a file that is used for automatically starting a WebLogic server without the need 
to input credentials. It’s great for IT administrators since it means less downtime after a crash 
and no need for human interaction. It’s GREAT for attackers, because, well, immediately available 
credentials!

‘boot.properties’ will contain both the username and the password in an encrypted manner, 
whether the server is running in production or development mode. We will extract it just like we 
extracted ‘config.xml’.
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There are quite a few ways to decrypt WebLogic's administrator credentials. We’ll cover all of them 
and then pick the best one for our use case. 

Decrypting WebLogic’s Administrator Credentials

WebLogic Server Administration Scripting Shell (WLST)

The first method for extracting credentials is based on the built-in scripting shell that WebLogic 
provides. However, based on my experience this method is a bit buggy. WLST froze multiple times, 
was not always recognized by the OS and is very slow. Nevertheless, here is how it’s used.

First, we need to set up the domain environment to make sure WLST will work properly. Although 
not mandatory, setting up the domain environment is recommended to avoid potential issues with 
WLST.

This script basically sets up environment variables so WebLogic can run properly. We could 
manually set up the required environment variables without using the entire script, but for this 
article’s purposes we’ll use the built-in one.

This launches the WLST in an interactive mode. By now, you have probably already figured out 
that for this method we’re going to need an interactive shell on WebLogic Server, which means the 
attack won’t be as automated as we’d like. Let's cover this method anyways. 

Here’s the full code for extracting the credentials:
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We load ‘boot.properties’, which contains the encrypted username and password. Then, using a 
built-in command, we decrypt WebLogic’s admin credentials! But we are not quite there yet.
We can run WLST non-interactively, but for that we’re going to need to provide the encrypted 
credentials to a Python script. We already extracted either ‘config.xml’ or ‘boot.properties’ so we 
can just take out the encrypted credentials and paste them into the Python script:

Here’s the Python script. We’ll call it “extract.py”:

Then we run it with WLST and obtain the unencrypted user and password:

We’ve achieved our goal! Now, let’s move on to other methods that are more trustworthy and will 
operate more reliably in an automated attack.
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Offline Decrypting

As the title suggests, we’re going to extract all the information we need in order to decrypt the 
credentials ourselves and in our own machine. Before we dive deeper into this method, let’s talk 
about the most important file in this process - ‘SerializedSystemIni.dat’. This file is a binary file 
containing the key for decrypting any encrypted information stored by WebLogic.

We need to extract ‘config.xml’, ‘boot.properties’ and ‘SerializedSystemIni first’. For that we need to 
write a payload that we will execute using CVE-2020-14883 and CVE-2020-14882 chained together 
(as we explained previously). In order to increase the probability of the payload working properly 

Here’s a screenshot of part of the result received from the server:

When using the XML Method, we also need to send the information back. To do so we chain the 
following command at the end of the previous one. Remember to remove the rm section as we’re 
replacing it right now:
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Here’s an example of a working generated XML payload for a Windows host. (We want to show 
Windows some love too!). This payload will send us all the files required for decrypting WebLogic’s 
administrator credentials.
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Notice how the XML is split into beans. Each bean runs in parallel to the other beans. This means 
that we have no control of their run order. Now the obvious question is, why not aggregate 
the entire code into one bean section and get it over with? After trial and error, we’ve figured 
out that the sum of all the contents in the <value> tags in each bean cannot pass the length of 
approximately 260 characters. 

Let's look at the logical flow of the payload:

1.	 The first bean (pb0) reads the content of the config.xml file and stores it in a temporary file.
2.	 The second bean (pb1) encodes the SerializedSystemIni.dat file in base64 format and stores 

the output in another temporary file.
3.	 The third bean (pb2) reads the content of the boot.properties file and stores the output in yet 

another temporary file.
4.	 After a delay (implemented by the ping command), the fourth bean (pb3) concatenates the 

content of the three temporary files and sends the result to a specific IP address and port 
using the curl command.

5.	 After another delay, the fifth bean (pb4) deletes the three temporary files.

To receive the output, we need an HTTP server ready.

Eventually, we will receive a very large output containing all the data we need in order to decrypt 
the credentials. We will need to parse the output and split the data back into the corresponding 
files. This is not covered in this article.

In order to decrypt the data, we’ll use a script by gquere: weblogic_password.decrypt.py. Now we 
can paste the encrypted data, provide the SerializedSystemIni.dat file and config.xml and that’s it!

We can do that same for the encrypted username:

Now that we finally have the cleartext username and password of the WebLogic’s administrator 
user - we can go back to attacking the management console.

https://gist.github.com/gquere/b331d9a8f0c0ffc8ac1fb44123aa8335
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Attacking the Management Console (Take 2)

Now that we have WebLogic’s Administrator credentials in our hands, we can move on to 
accessing the Management Console.

(drumroll sounds)
And it works! First we are shown a “Not Found” page.

That’s completely normal since we haven’t entered any meaningful URL yet. It’s time to read their 
docs: Using the WLS RESTful Management Interface.

We can basically perform any action supported by WebLogic once we have access to the 
management console. But let’s focus on two tasks:
1.	 Gathering database information and, potentially, credentials.
2.	 Deploying a WebShell for future backdoor usage.

1. Gathering Database Information
Let’s look at Search Resources.

When accessing the URL https://192.168.32.202:9002/management/weblogic/latest we are 
shown all the various APIs we can access from the main page. From reading the “Description” 
section in the docs, serverConfig sounds very relevant: “Returns a slice of the Administration 
Server's configuration bean tree (the configuration the Administration Server is running against).” 

https://docs.oracle.com/middleware/1221/wls/WLRUR/using.htm#WLRUR180
https://docs.oracle.com/middleware/1221/wls/WLRUR/using.htm#WLRUR168


22

Pentera Labs™ Research Series

N o t  A n o t h e r  W e b L o g i c  E x p l o i t a t i o n :  T h e  R o a d  t o  P o s t  E x p l o i t a t i o n 

Let’s access …/latest/serverConfig/.

The result is another very long list of all the APIs we can access. 

One of them is “JDBCSystemResources” which is where databases are configured. 
Let’s access …/serverConfig/JDBCSystemResources.

https://www.google.com/url?q=https://192.168.32.202:9002/management/weblogic/latest/serverConfig/&sa=D&source=docs&ust=1701190551719755&usg=AOvVaw2-lOXuN11WmAIhANJ-cNDv
https://www.google.com/url?q=https://192.168.32.202:9002/management/weblogic/latest/serverConfig/JDBCSystemResources&sa=D&source=docs&ust=1701190630048788&usg=AOvVaw29tYusdC1imZKMKOAT_W4o
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We are provided with information about the data source. But what immediately catches our 
attention is a path to what appears to be a configuration file. Since we have unauthenticated RCE, 
getting the contents of files on the host is very easy for us. Here’s the response:
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And would you look at that, we have the database’s IP, port, type, database name and the 
encrypted password! 

We already have everything we need in order to decrypt passwords. Now, let’s run our script again:

There’s one application hosted on our WebLogic. Applications are hosted by default on port 7001 
for HTTP connections and 7002 for HTTPS connections. Unless defined otherwise, applications 
will be accessible by default through port 7001.

And just like that we have a database with all the necessary information for attacking it.

Time to move on to the next task.

2. Deploying a WebShell
And we’re finally back to WebLogic’s original purpose - hosting applications. All applications 
hosted on WebLogic share the same OS. They are not separated into different run environments, 
which means that successfully attacking one of the applications grants you access to WebLogic’s 
OS, which grants you access to all the other applications. So leaving a backdoor using an 
application is as good as having the host’s user credentials in hand.

We can upload a brand new application, but it will probably be spotted by the IT or the cyber 
department very quickly. Therefore, we’ll take a more stealthy approach. Instead of uploading a 
new application, we’ll find an existing one, download it, modify it with malicious code and  
reupload it.

We can find all the applications using the management API here: https://192.168.32.202:9002/
management/weblogic/latest/domainRuntime/deploymentManager/appDeploymentRuntimes.
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Let’s access and view the application through the url: http://192.168.32.202:7001/benefits/.

Just a classic default webpage (in our case, it’s an example downloaded from Oracle’s website).
Let’s move on to finding where it’s stored.

The path to the application on the OS was not present in the same management API we used to 
find the application in the first place. But after a little bit of poking around the docs, we stumbled 
across the correct url for this task: https://192.168.32.202:9002/management/weblogic/latest/
edit/appDeployments/benefits

Now, we have the absolute source path of the application’s file!
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We can also see that its source is of type “war” (Web Application Resource or Web Application 
Archive). A WAR file is used to package all the components of a web application into a single file 
for easy distribution and deployment. It is basically a ZIP file with a .war extension, and it follows 
a specific directory structure defined by the Servlet specification. We can also see some critical 
information there that we’ll use very soon.

Now that we have the absolute path of this application, we can use our beloved CVE-2020-14882 in 
order to retrieve the file. The way to do so has been already shown multiple times before in  
this article.

Let’s unpack the WAR file and see what we are dealing with.

The WAR file consists of one HTML file and multiple JSP files. JSP (JavaServer Pages) is a server-
side technology that enables us to embed Java code directly within web pages, which is then 
executed on the server and sent to the client's browser for rendering. In other words, we can utilize 
JSP to create a webshell for remote code execution.

Thank you ChatGPT for your contribution of a lovely WebShell for our article.

Unpacking the WAR File
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ChatGPT provided us with a simple WebShell that executes commands received either from  
an input box or directly from a parameter passed to the url.

Let’s put it into the unzipped WAR file and rezip it into a WAR file.

With a simple command we create a new, malicious benefits.war file.



28

Pentera Labs™ Research Series

N o t  A n o t h e r  W e b L o g i c  E x p l o i t a t i o n :  T h e  R o a d  t o  P o s t  E x p l o i t a t i o n 

In the final step, we'll redeploy the application using the malicious WAR file we created. Using 
“curl”, we'll send a POST request to the management API with all the required information, including 
credentials and the WAR file. Once the application is redeployed, the webshell will be active, 
providing us with remote access and control over the WebLogic environment.

We know the names of the targets from the management API call we executed earlier to find the 
absolute source path of the application. You can see them right at the end of the output.

Now it's time to check if we succeeded. To do that, we simply access the base url of the application 
and append the name of the JSP we added to ‘benefits.war’. In our case, 'webshell.jsp'. Let's access 
http://192.168.32.202:7001/benefits/webshell.jsp.

We have our command input box! Let’s try running an OS command to see if we can access the 
host itself. We’ll run “ls -l” and if we are indeed sharing the host’s environment we should see the 
folder WebLogic runs from.

Indeed, that is the case! We now have a fully functioning webshell hidden inside an application 
hosted on WebLogic. 
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Conclusion

Mitigation

In this article, we explored the vulnerabilities CVE-2020-14883 and CVE-2020-14882 in Oracle's 
WebLogic Server. These vulnerabilities allowed us to perform unauthenticated Remote Code 
Execution (RCE). We used them to gain access to critical files, which included the ‘config.xml’, 
‘boot.properties’ and ‘SerializedSystemIni.dat’ files. 

Equipped with this information, we decrypted WebLogic's administrative user credentials,  
which we used to access the server's management API. The access to the API enabled us to collect 
valuable information about the server's environment. 

We then identified a database that was connected to the WebLogic server and found the 
necessary information and credentials to access it. We also discovered applications hosted  
on the WebLogic server and modified one of them to include a webshell, thereby creating  
a persistent backdoor on the server.

To mitigate these types of attacks, follow the mitigation steps below.

To protect your WebLogic environment from potential attacks, it's essential to implement strong 
security measures and follow best practices. Here are some key mitigation strategies:

1.	 Keep WebLogic Server Up-to-Date: Regularly update your WebLogic Server to the latest 
version, as newer releases often include security patches and fixes for vulnerabilities.

2.	 Secure Credentials: Ensure that default credentials are changed immediately after 
installation. Use strong, complex passwords and consider using two-factor authentication  
for administrative accounts.

3.	 Regular Credential Changes: Encourage a regular practice of changing admin credentials to 
reduce the impact of any potential credential leaks or compromises.

4.	 Secure Network Access: Separate WebLogic’s Administration Console to a different port and 
limit network access to it by using firewalls, network security groups, and other access control 
mechanisms. Also, implement SSL/TLS for secure communication.

5.	 Web Application Security: Conduct thorough security assessments, including code reviews 
and penetration testing, on web applications hosted on WebLogic. Ensure proper input 
validation and output encoding to prevent common web vulnerabilities like XSS and SQL 
injection.

6.	 Monitoring and Logging: Implement robust monitoring and logging mechanisms to detect  
and respond to suspicious activities promptly. Monitor logs for unauthorized access attempts, 
unusual behaviors and potential security incidents. The article shows files that should be 
monitored for malicious access - config.xml, boot.properties and SerializedSystemIni.dat.
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7.	 Harden the Operating System: Secure the underlying operating system where 
WebLogic is installed by applying security patches, configuring appropriate firewall 
rules and disabling unnecessary services.

8.	 Network Segmentation: Consider segmenting the network to separate critical 
systems, such as WebLogic servers, from less sensitive systems. Implement network 
segmentation to restrict the lateral movement of attackers in case of a breach.

https://www.pentera.io/


w w w. Pe n t e r a . i o

Pentera Labs™ Research Series

Not Another WebLogic 
Exploitation: The Road  
to Post Exploitation

https://www.pentera.io/
http://pentera.io?utm_source=Pentera-Labs&source=Pentera-Labs&utm_medium=Research-Article&medium=Research-Article&utm_campaign=WebLogic&campaign=WebLogic
https://www.facebook.com/Penterasec
https://www.linkedin.com/company/penterasecurity/
https://twitter.com/penterasec

