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| BB - SA 90

Executive Summary Canceled

Cyber Resilience Score & Settings

Name: BB - SA 90

Description: BB - SA 90

Type: Penetration Testing (Black Box)

Time & Duration: Jul 07 2022 12:02 - Jul 07 2022 14:30,  02:28

Included IP Range(s): 192.168.90.0 - 192.168.90.9, 192.... 2 Ranges

Action Approval Score: 1 / 152 - 0%

User Input: 1 - IP Range(s)

Resilience Score Over Last 8 Tasks

Resilience Score Card

Critical Assets
Congratulations! Pentera wasn’t able to compromise any critical assets in your network

Credentials and Account Takeover
Congratulations! Pentera wasn’t able to take over your accounts and credentials

Sniffing
Sniffed 1 credentials and performed 13 relay attacks

Medium

Password Strength
Cracked 4 out of 25 passwords: 4 easy

Medium

Lateral Movement
Congratulations! Pentera wasn’t able to perform lateral movement in your network

Accessible Data
Gained access to 351802 File(s) and 10 Hosts (with complete access)

Critical

Host Takeover
Pentera was able to ‘take over’¹ 10 out of 20 hosts (50%): 5 Windows Workstation(s), 4 Windows
Server(s) and 1 Unix/Linux host(s)

Critical

AV/EDR Bypass
Congratulations! Pentera wasn’t able to bypass your Antivirus/EDR solutions

High

152 Total Action Approvals 1013 Total Actions

¹Gain complete access to a host's hardware, software and files. Page 1 / 19

Resi l ience
Score

C+

1 Approved (1%) 151 Not Approved (99%) 420 Successful (42%) 593 No-results (58%)

| BB - Tanya

Executive Summary Completed successfully

Cyber Resilience Score & Settings

Test Name: BB - Tanya

Description: BB

Type: Penetration Testing (Black Box)

Time & Duration: Jan 11 2023 11:02 - Jan 11 2023 12:15,  01:13

Included IP Range(s): 192.168.90.0 - 192.168.90.9, 192.... 4 Ranges

Action Approval Score: 9 / 171 - 5%

User Input: 2 - IP Range(s)

Resilience Score Over Last 3 Tasks

Resilience Score Card

Critical Assets
Congratulations! Pentera wasn’t able to compromise any critical assets in your network

Credentials and Account Takeover
Gained access to 16 accounts (14 of them privileged): 14 Local administrator user(s), 1 Unix/Linux
user(s) and 1 network service user(s)

Critical

Sniffing
Sniffed 1 credentials and performed 11 relay attacks

Medium

Password Strength
Cracked 14 out of 14 passwords: 14 easy

High

Lateral Movement
Performed lateral movement to 1 Windows Workstation(s), 1 Windows Server(s) and 1 Unix/Linux
host(s)

Medium

Accessible Data
Gained access to 358660 File(s), 11 Hosts (with complete access) and 1 Network service(s)

Critical

Host Takeover
Pentera was able to ‘take over’¹ 11 out of 28 hosts (39%): 5 Windows Workstation(s), 4 Windows
Server(s) and 2 Unix/Linux host(s)

Critical

AV/EDR Bypass
Congratulations! Pentera wasn’t able to bypass your Antivirus/EDR solutions

High

171 Total Action Approvals 1423 Total Actions

¹Gain complete access to a host's hardware, software and files. Page 1 / 20

Resi l ience
Score

C+

9 Approved (6%) 162 Not Approved (94%) 612 Successful (43%) 811 No-results (57%)

Low

| BB - Tanya

Executive Summary Completed successfully

Cyber Resilience Score & Settings

Test Name: BB - Tanya

Description: BB

Type: Penetration Testing (Black Box)

Time & Duration: Jan 11 2023 11:02 - Jan 11 2023 12:15,  01:13

Included IP Range(s): 192.168.90.0 - 192.168.90.9, 192.... 4 Ranges

Action Approval Score: 9 / 171 - 5%

User Input: 2 - IP Range(s)

Resilience Score Over Last 3 Tasks

Resilience Score Card

Critical Assets
Congratulations! Pentera wasn’t able to compromise any critical assets in your network

Credentials and Account Takeover
Gained access to 16 accounts (14 of them privileged): 14 Local administrator user(s), 1 Unix/Linux
user(s) and 1 network service user(s)

Critical

Sniffing
Sniffed 1 credentials and performed 11 relay attacks

Medium

Password Strength
Cracked 14 out of 14 passwords: 14 easy

High

Lateral Movement
Performed lateral movement to 1 Windows Workstation(s), 1 Windows Server(s) and 1 Unix/Linux
host(s)

Medium

Accessible Data
Gained access to 358660 File(s), 11 Hosts (with complete access) and 1 Network service(s)

Critical

Host Takeover
Pentera was able to ‘take over’¹ 11 out of 28 hosts (39%): 5 Windows Workstation(s), 4 Windows
Server(s) and 2 Unix/Linux host(s)

Critical

AV/EDR Bypass
Congratulations! Pentera wasn’t able to bypass your Antivirus/EDR solutions

High

171 Total Action Approvals 1423 Total Actions

¹Gain complete access to a host's hardware, software and files. Page 1 / 20

Resi l ience
Score

C+

9 Approved (6%) 162 Not Approved (94%) 612 Successful (43%) 811 No-results (57%)

Low

Cracked 5 out of 16 passwords: 4 Strong, 1 Easy

2

Exposure Validation Overview| BB - SA 90

Executive Summary Canceled

Cyber Resilience Score & Settings

Name: BB - SA 90

Description: BB - SA 90

Type: Penetration Testing (Black Box)

Time & Duration: Jul 07 2022 12:02 - Jul 07 2022 14:30,  02:28

Included IP Range(s): 192.168.90.0 - 192.168.90.9, 192.... 2 Ranges

Action Approval Score: 1 / 152 - 0%

User Input: 1 - IP Range(s)

Resilience Score Over Last 8 Tasks

Resilience Score Card

Critical Assets
Congratulations! Pentera wasn’t able to compromise any critical assets in your network

Credentials and Account Takeover
Congratulations! Pentera wasn’t able to take over your accounts and credentials

Sniffing
Sniffed 1 credentials and performed 13 relay attacks

Medium

Password Strength
Cracked 4 out of 25 passwords: 4 easy

Medium

Lateral Movement
Congratulations! Pentera wasn’t able to perform lateral movement in your network

Accessible Data
Gained access to 351802 File(s) and 10 Hosts (with complete access)

Critical

Host Takeover
Pentera was able to ‘take over’¹ 10 out of 20 hosts (50%): 5 Windows Workstation(s), 4 Windows
Server(s) and 1 Unix/Linux host(s)

Critical

AV/EDR Bypass
Congratulations! Pentera wasn’t able to bypass your Antivirus/EDR solutions

High

152 Total Action Approvals 1013 Total Actions

¹Gain complete access to a host's hardware, software and files. Page 1 / 19

Resi l ience
Score

C+

1 Approved (1%) 151 Not Approved (99%) 420 Successful (42%) 593 No-results (58%)

14/01 28/01 11/02 25/02 10/03 24/03 07/04 21/04

Black Box - Data Center C

Black Box Test - Stealthy Attacker - Bi-weekly

Penetration Testing (Black Box)

Apr 21 2025 20:12 - Apr 22 2025 02:06, 05h:54m:05s

192.168.90.0 - 192.168.90.9, 192… 2 Ranges

100% - 126/126

2 - IP Range(s)

Pentera gained access to 12 privileged accounts out of 1134 using 2 techniques (password  
spray and post exploitation)

Congratulations! Pentera wasn’t able to compromise any critical assets in your network

8% of your passwords were cracked in under 30 minutes, a total of 111 accounts were cracked  in 5 hours  

Pentera was able to takeover 8 out of 15 hosts (53%): 5 Windows Servers, 3 Windows Workstations

Pentera bypassed 2 AV/EDR vendors and opened remote command session on 5 hosts
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Internal Attack Surface - Key Findings

Target Network Key Findings

3

1

3

2

Black Box - Data Center C

Black Box Test - Stealthy Attacker - Bi-weekly

Penetration Testing (Black Box)

Apr 21 2025 20:12 - Apr 22 2025 02:06, 05h:54m:05s

192.168.90.0 - 192.168.90.9, 192… 2 Ranges

100% - 126/126

2 - IP Range(s)



Internal Attack Surface - Identity Strength
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Cloud Attack Surface - Attack Kill Chain
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Attack Kill Chain
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External Attack Surface - Executive Summary
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External Attack Surface - Top Actions

Top Actions
Track which of Pentera’s key validation actions exposed vulnerable assets in your environment.
This summary highlights where real risk exists (Found) — and where validation confirmed no current exposure (Not Found).
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Ransomware Readiness Validation

25/02 10/03 24/03 07/04 21/04

Resilience Score over the last 5 runs
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Maze Ransomware Emulation

Apr 21 2025 20:12 - Apr 22 2025 02:45

Automated_Maze

Advanced Targeted Testing

172.20.3.0 - 172.20.3.255, 172.21.5.0… 2 Ranges

Designated C2
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Vulnerability Prioritization
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Achievements
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AI Security Insights - Security Posture 

Black Box - Data Center C
Jan 15, 2025 – Mar 15, 2025
Security Insights are based on this test and 4 successfully completed tests that preceded it.

Recent findings show clear progress in reducing high-impact exposures and disrupting attacker 
movement across the environment. However, newly surfaced risks and critical regressions—like 
compromised credentials and remote code execution—underscore the need for continuous 
testing and focused remediation. 

Vulnerability Trend Analysis Achievement Trend Analysis

Total # of 
Vulnerabilities

Total # of 
Achievements

Critical 
Vulnerabilities

Critical 
Achievements

24% 3% 19%77%
139 fewer

vulnerabilities
17 additional

achievements
17 fewer critical 
vulnerabilities

4 fewer critical
achievements

Key Regressions 
Rejetto HTTP File Server RCE (CVE-2024-23692)    2
Password can be easily cracked          	                 7
Insecure SNMPv2  		      	                 5

Key Regressions 
Gathered valuable information from host            5
Extracted SCCM NAA credentials  	                  2
Rejetto HTTP File Server RCE (CVE-2024-23692)      2

Notable Improvements
Spring4Shell				                 25
API secrets exposed in web page content         2
Local File Inclusion (LFI) 	    	                 1

Notable Improvements
Injected probing payload		                12
Accessed sensitive system file     	                 1

Vulnerability trend analysis 



Security posture improvement - key areas

Network Security

Web Application Security

Identity Strength

Why it requires attention

Why it requires attention

Why it requires attention

Secure protocols (SNMPv3), disable unnecessary 
services (LLMNR), and monitor network traffic for 
unauthorized access attempts

Validate user input, sanitize outputs, and keep 
software up-to-date to prevent LFI attacks

Strengthen password policies, enforce MFA

Attackers often exploit insecure protocols 
and legacy services to gain initial access or 
move laterally inside the network

Attackers exploit such web application 
exposures to inject malicious input and 
access sensitive data such as logs and 
credentials

Weak credentials and access controls provide 
an easy way for attackers to extend their reach 
inside the network and escalate privileges
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AI Security Insights - Remediation Guidance

Black Box - Data Center C
Jan 15, 2025 – Mar 15, 2025
Security Insights are based on this test and 4 successfully completed tests that preceded it.

What should we remediate first?

Rejetto HTTP File Server RCE (CVE-2024-23692)

Host can be forced to authenticate by a rogue server

Local file Inclusion (LFI)

 9.8

 4.7

 8.1

2

1

1

Severity

Severity

Severity

Occurrences

Occurrences

Occurrences

Risk: Allows remote code execution via shared libraries
Action: Restrict access to exposed SMB services and disable 
writable shares where unnecessary

Risk: Enables man-in-the-middle attacks & data theft
Action: Disable LLMNR protocol in group policy settings

Risk: Allows execution of arbitrary files on the server through 
poorly sanitized input
Action: Use allowlists for file access, and disable unnecessary 
file-handling functions



Why it requires attention

Why it requires attention

Why it requires attention
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MITRE ATT&CK Heatmap

Security Insights are based on this test and 4 successfully completed tests that preceded it.
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Remediation Wiki

Name Resolution Protocols (LLMNR/NBNS/
mDNS)

MITRE
LLMNR/NBT-NS Poisoning and Relay (T1171)

Insight
LLMNR (Link-Local Multicast Name Resolution), NBNS (Netbios Name Service) and mDNS (Multicast Domain Name Service) are
Microsoft Windows protocols which serve as alternate methods of Name Resolution. If a machine tries to resolve a particular
host, but DNS resolution fails, the machine will then attempt to ask all other machines on the local network for the correct
address via LLMNR, NBNS or mDNS. Since this operation is performed using broadcast or multicast queries with no means of
validation, it is susceptible to malicious answers distributed by an attacker, effectively poisoning the network.

Impact
An attacker can listen on a network for these LLMNR (UDP/5355) or NBNS (UDP/137) broadcasts and respond to them,
pretending that the location of the requested host is at the attacker’s machine.

Let’s look at an example in the diagram below:

1. The victim machine wants to go the print server at \\ftpserver, but mistakenly types in \\frpserver
2. The DNS server responds to the victim that no dns record was found
3. The victim turn to the network and asks by using LLMNR or NBNS if there is anyone knows the location of \\pntserver
4. The attacker responds to the victim that \\pntserver is his own IP address
5. The victim believes the attacker and starts a session with him
6. The attacker asks the victim to authenticate
7. The client sends its credentials (NTLMv1 / NTLMv2)
8. The attacker can now crack the hash to discover the password

Recommendations
Disable the protocols: mDNS, LLMNR, and NBNS.

Name Resolution Protocols (LLMNR/NBNS/mDNS) Page 1 of 5

C O P Y R I G H T  A N D  P R O P R I E T A R Y  C O N F I D E N T I A L  I N F O R M A T I O N  O F  P E N T E R A ®  L T D .  2 0 2 1

MITRE

Impact

Insight

Recommendations
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Remediation Wiki

Disable mDNS

There is a mDNSResponder.exe process that belongs to the Bonjour Service in Windows, which is Apple’s “Zero
Configuration Networking” application, typically installed automatically by iTunes, Skype and others. It can be disabled by using
GPO.

Disable LLMNR via GPO

1. Create a new GPO record for all computers in the environment.
2. Navigate to Local Computer Policy / Computer Configuration / Administrative Templates / Network / DNS Client.
3. Set Turn Off Multicast Name Resolution to Enabled.

Disable NBNS in a DHCP environment

1. Go to DHCP Management
2. Go to "scope options" for the network you are changing
3. Right click and Configure Options
4. Select Advanced tab and change "Vendor class" to "Microsoft Options"
5. In the "Available Options" frame, select and check the box "001 Microsoft Disable Netbios Option"
6. In the "Data Entry" frame, change the data entry to 0x2
7. Click "OK". The new settings will take affect when the clients renew their addresses.

Disable NBNS on a single host

1. Open the Control Panel > Network and Sharing Center.
2. Select Change adapter settings.

Name Resolution Protocols (LLMNR/NBNS/mDNS) Page 2 of 5

C O P Y R I G H T  A N D  P R O P R I E T A R Y  C O N F I D E N T I A L  I N F O R M A T I O N  O F  P E N T E R A ®  L T D .  2 0 2 1

Disable LLMNR via GPO

Disable NBNS in a DHCP enviroment

Disable NBNS on a single host

Disable mDNS
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