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Many organizations lack regular offensive security testing. AEV
addresses this by reducing complexity barriers, and enabling
effective and proactive defense testing. This note guides
cybersecurity leaders to learn from ratings and reviews shared by
their peers on Gartner Peer Insights.

Voice of the Customer

Gartner Peer Insights Voice of the Customer evaluates vendors in a given technology
market by applying a specific methodology to aggregated end-user reviews. Vendors are
then positioned into four quadrants based on two criteria: User Interest and Adoption (x-
axis), and Overall Experience (y-axis) (see Figure 1). See the Methodology section for
details.

Along with the historical peer-based perspective represented in this document, Gartner
has a related expert-led Market Guide for Adversarial Exposure Validation.
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Gartner

Figure 1. Voice of the Customer for Adversarial Exposure Validation

Gartner Peer Insights “Voice of the Customer”
Adversarial Exposure Validation

Each quadrant is sorted alphabetically.
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Peers’ Willingness to Recommend

Gartner Peer Insights reviewers rate their willingness to recommend each vendor. Figure 2
compares vendors according to the reviewers’ willingness to recommend them.
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Figure 2. Voice of the Customer for Adversarial Exposure Validation, Willingness to
Recommend

Gartner Peer Insights “Voice of the Customer”
Adversarial Exposure Validation
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Vendors' End-User Rating Summaries

Figures 3 through 10 summarize key information for each vendor included in the “Voice of
the Customer”:

Overall Rating and rating distribution

Other ratings covering specific aspects of the experience with the vendor
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Figure 3. Voice of the Customer for Adversarial Exposure Validation, AttacklQ Vendor

Summary

AttacklQ Willingness to 1#

4.6 % %k %k * (28) Recommend 88%

Rating Histogram Rating by Category Number of Responses

5 Star - 68% Product Capabilities 28

4 Star - 29%  Sales Experience 22

3 Star I 4% Deployment Experience 25

2 Star 0% Support Experience 26
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Company Size Industry Region

Overall Reviews = 28 Overall Reviews = 28 Number of Responses = 28

10B+ USD 21% Finance 21% North America 25%

1B-10B USD 54% Services 21% Europe, Middle 21%

50M-1B USD 21% Manufacturing 14% East and Africa

Public Sector, Gov't, Edu 4% Energy and Utilities 11% Asia/Pacific 50%
Other 32% Latin America 4%

Note: Percent distributions may not add up to 100% due to rounding. As of Jun 2026 © Gartner, Inc

Gartner

Source: Gartner (August 2026)

Read all Peer Insights user reviews for AttacklQ.
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Figure 4. Voice of the Customer for Adversarial Exposure Validation, Cymulate Vendor

Summary

Cymulate Willingness to 1l#

4.8 % % % Kk *x (98) Recommend 93%

Rating Histogram Rating by Category Number of Responses

5 Star _ 78%  Product Capabilities 98

4 Star . 21% Sales Experience 78

3 Star | 1% Deployment Experience 93

2 Star 0% Support Experience 98
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Company Size Industry Region

Overall Reviews = 98 Overall Reviews = 98 Number of Responses = 98

10B+ USD 7% Finance 43% North America 9%

1B-10B USD 19% Services 22% Europe, Middle 17%

50M-1B USD 68% Manufacturing 11% Eastand Africa

Public Sector, Gov't, Edu 5% Energy and Utilities 5% Asia/Pacific 43%
Other 18% Latin America 31%

Note: Percent distributions may not add up to 100% due to rounding. As of Jun 2026 © Gartner, Inc

Gartner

Source: Gartner (August 2026)

Read all Peer Insights user reviews for Cymulate.
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Figure 5. Voice of the Customer for Adversarial Exposure Validation, Horizon3.ai Vendor

Summary

Horizon3.ai
47 % % % kA (46)

Willingness to i
Recommend 88%

Rating Histogram

Rating by Category

Number of Responses

sstar ||| TN 72%  Product Capabilities 46

4 Star - 28%  Sales Experience 41

3 Star 0% Deployment Experience 46

2 Star 0% Support Experience 46

1 Star 0% 40 45 5‘|0

Company Size Industry Region

Overall Reviews = 46 Overall Reviews = 46 Number of Responses = 46

10B+ USD 7% Services 24% North America 76%

1B-10B USD 22% Finance 15% Europe, Middle 13%

50M-1B USD 57% Manufacturing 13% Eastand Africa

Public Sector, Gov't, Edu 15% Construction 11% Asia/Pacific 11%
Other 37% Latin America 0%

Note: Percent distributions may not add up to 100% due to rounding.

Source: Gartner (August 2026)

Read all Peer Insights user reviews for Horizon3.ai.
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Figure 6. Voice of the Customer for Adversarial Exposure Validation, Pentera Vendor

Summary
Pentera Willingness to i
4.8 % % % % %k (150) Recommend 94%
Rating Histogram Rating by Category Number of Responses
5 Star _ 77%  Product Capabilities 150
4 Star . 21% Sales Experience 129
3 Star | 1% Deployment Experience 146
2 Star | 1%  Support Experience 149
1 Star 0% 40 45 5‘|0
Company Size Industry Region
Overall Reviews = 150 Overall Reviews = 150 Number of Responses = 150
10B+ USD 6% Finance 20% North America 29%
1B-10B USD 22% Services 16% Europe, Middle 67%
50M -1B USD 59% Manufacturing 15% East and Africa
Public Sector, Gov't, Edu 13% Government 11% Asia/Pacific 3%
Other 37% Latin America 1%
Note: Percent distributions may not add up to 100% due to rounding. As of Jun 2026 © Gartner, Inc
Gartner

Source: Gartner (August 2026)

Read all Peer Insights user reviews for Pentera.
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Figure 7. Voice of the Customer for Adversarial Exposure Validation, Picus Security
Vendor Summary

Picus Security Willingness to i
4.8 % % % Kk *x (154) Recommend 98%
Rating Histogram Rating by Category Number of Responses
5 Star _ 83% Product Capabilities 154
4 Star . 17%  Sales Experience 147
3 Star 0% Deployment Experience 153
2 Star 0% Support Experience 154
1 Star 0% 4.0 45 5‘|0
Company Size Industry Region
Overall Reviews = 154 Overall Reviews = 154 Number of Responses = 154
10B+ USD 12% Finance 33% North America 8%
1B-10B USD 27% Services 21% Europe, Middle 71%
50M-1B USD 58% Communications 11% Eastand Africa
Public Sector, Gov't, Edu 3% Manufacturing 10% Asia/Pacific 19%
Other 25% Latin America 1%
Note: Percent distributions may not add up to 100% due to rounding. As of Jun 2026 © Gartner, Inc
Gartner

Source: Gartner (August 2026)

Read all Peer Insights user reviews for Picus Security.
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Figure 8. Voice of the Customer for Adversarial Exposure Validation, PortSwigger Vendor

Summary
PortSwigger Willingness to 18
45 % % % k3 (23) Recommend 100%
Rating Histogram Rating by Category Number of Responses

5 Star - 52% Product Capabilities 49 23

N
4 Star 48%  Sales Experience 21
3 Star 0% Deployment Experience 23
2 Star 0%  Support Experience 23
1 Star 0% 30 35 40 45 5‘|0
Company Size Industry Region
Overall Reviews = 23 Overall Reviews = 23 Number of Responses = 23
10B+ USD 4% Services 57% North America 0%
1B-10B USD 13% Finance 17% Europe, Middle 13%
50M-1B USD 74% Manufacturing 9% Eastand Africa
Public Sector, Gov't, Edu 9% Education 4% Asia/Pacific 74%
Other 13% Latin America 13%
Note: Percent distributions may not add up to 100% due to rounding. As of Jun 2026 © Gartner, Inc
Gartner

Source: Gartner (August 2026)

Read all Peer Insights user reviews for PortSwigger.
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Figure 9. Voice of the Customer for Adversarial Exposure Validation, SafeBreach Vendor

Summary

SafeBreach Willingness to 1@

4.8 % %k % Kk x (28) Recommend 87%

Rating Histogram Rating by Category Number of Responses

sstr [  s2¢  Product capabiities 28

4 Star . 14%  Sales Experience 18

3 Star I 4% Deployment Experience 27

2 Star 0% Support Experience 28

1 Star 0% 40 45 5‘|0

Company Size Industry Region

Overall Reviews = 28 Overall Reviews = 28 Number of Responses = 28

10B+ USD 46% Finance 25% North America 82%

1B-10B USD 39% Energy and Utilities 14% Europe, Middle 14%

50M-1B USD 11% Manufacturing 14% East and Africa

Public Sector, Gov't, Edu 4% Healthcare 11% Asia/Pacific 0%
Other 36% Latin America 4%

Note: Percent distributions may not add up to 100% due to rounding. As of Jun 2026 © Gartner, Inc

Gartner

Source: Gartner (August 2026)

Read all Peer Insights user reviews for SafeBreach.
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Figure 10. Voice of the Customer for Adversarial Exposure Validation, XM Cyber Vendor

Summary

XM Cyber Willingness to 1

4.6 % % %k * (20) Recommend 84%

Rating Histogram Rating by Category Number of Responses

5 Star - 70%  Product Capabilities 20

4 Star - 25% Sales Experience 19

3 Star I 5% Deployment Experience 20

2 Star 0%  Support Experience 20

1 Star % 3‘.5 4‘.0 4‘.5 5.|o

Company Size Industry Region

Overall Reviews = 20 Overall Reviews = 20 Number of Responses = 20

10B+ USD 10% Finance 45% North America 0%

1B-10B USD 20% Manufacturing 25% Europe, Middle 95%

50M-1B USD 70% Retalil 10% Eastand Africa

Public Sector, Gov't, Edu 0% Transportation 10% Asia/Pacific 5%
Other 10% Latin America 0%

Note: Percent distributions may not add up to 100% due to rounding. As of Jun 2026 ® Gartner, Inc

Gartner

Source: Gartner (August 2026)

Read all Peer Insights user reviews for XM Cyber.
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Market Definition

Gartner defines adversarial exposure validation (AEV) as technologies that deliver
consistent, continuous and automated evidence of the feasibility of an attack. These
technologies confirm how potential attack techniques would successfully exploit an
organization and circumvent prevention and detection security controls. They achieve this
by performing attack scenarios and modeling or measuring the outcome to prove the
existence and exploitability of exposures. AEV is generally delivered as a SaaS solution
with or without on-premises agents. AEV technologies provide automated execution of
both simplified and/or extensible attack scenarios. Data results from an executed attack
scenario are used for various outcomes, such as validating a theoretical exposure as real,
automating frequent controls testing, improving preventive security posture or improving
detection and response capabilities.

Methodology

A full description of the methodology can be found on the Gartner Peer Insights Voice of
the Customer Methodology page.

Voice of the Customer includes vendors with products aligned to the market that have 20
or more eligible published reviews (and 15 or more ratings for “Capabilities” and
“Support/Delivery”) during the 18-month consideration period ending 30 June 2026.
Reviews from vendor partners or companies with less than $50 million in revenue are
excluded.

In the adversarial exposure validation market, Gartner Peer Insights published 964
reviews and ratings during the consideration period.

The data used in this report is drawn from reviews on Peer Insights, a free peer review
and ratings platform that regularly publishes new reviews. The Voice of the Customer
methodology uses a snapshot of reviews data from a defined time frame and does not
automatically update as new reviews are published. The external Peer Insights site will
always have the most updated peer view of the vendors and products in this report.

The numerical ratings scores in each vendor summary graphic (shown as “Rating by
Category”) are best interpreted as sample statistics with a reasonable margin for error
and not as exact values.

Document Revision History
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Voice of the Customer for Adversarial Exposure Validation - 30 October 2025
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Market Guide for Adversarial Exposure Validation
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